
CYB3215 : Identity and Access Management 

In the Identity and Access Management course, students will explore the importance of user identity, trust, 
access, roles, integrity, and auditing. They will examine the best practices of policies and procedures that 
ensure access to resources is based on least privilege. Students will apply principles of identity assurance, 
encryption, password policies, and multi-factor authentication through the implementation of identity 
management systems. 
Credits  3 
Course Length  4 weeks 
Please note: This course must be successfully completed within 2-attempts. Students unable to successfully 
complete the course within 2-attempts will be dismissed from the program. 
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